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Hvem er vi?

e Sindre Master Data sikkerhet
IKT sikkerhetsradgiver i Horten
Kommune

* Esben Bachelor Dataingenigr -
Cybersikkerhet
IKT sikkerhetskonsulent i
Horten Kommune
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Agenda

* Logging
Sentralisert logging
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Logging

Hvorfor logger?
* Feilsgking

* Sporbarhet (sikkerhet og
drift)

 Hvem, hva og nar?
* Tidslinje pa angriper

Ma skrues pa

* Applikasjonslogger
(debug/error/info)

* Advanced Audit
Configuration (Windows)

Mange ulike
loggkilder/formater

* Klienter/Server, AD,
Fagapplikasjoner, FW,
Sky...

* Manuell korrelering 2>
tidkrevende

Skripting vs kontinuerlig
overvakning
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Sentralisert logging

* Sender alle logger til ett sted
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Sentralisert logging
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SIEM

Security and Incident Event Management

* Automasjon
* Integrasjoner
* Regler

* Datakvalitet
* Prioriterte systemer fgrst
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SIEM

e Klienter

* Proxy
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SIEM
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MITRE ATT&CK® coverage

Your current coverage of MITRE ATT&CK® tactics and technigques, based on installed rules. Click a cell to view and enable a technique's rules. Ru
framework to be displayed. Learn more. 4

L

Installed rule status ) v

Installed rule type B3

()} search for the tactic, technique {e.g.,"defense evasion” or "TA0005") or rule name

Initial Access

-

-

Legend (co

.' >10 rule:

Collapse cells Expand cells 1-3 rules

Reconnaissance Resource Development Execution Persistence Privilege Escal
1/10 technigues 1/7 technigues 712 technigues 11/35 techniques 15/70 techniques 13/40 technigue
L | L] L L L | L
Disabled Rules: 0 Disabled Rules: 0 Disabled Rules: 0 Disabled Rules: 0 Disabled Rules: 0 Disabled Rules:
Enabled Rules: 4 Enabled Rules: 1 Enabled Rules: 66 Enabled Rules: 116 Enabled Rules: 178 Enabled Rules:
Active Scanning Acquire Infrastructure Drive-by Compromise AppleScript Accessibility Features

Sub-techniques 1/3 Sub-techniques af7 Sub-technigques Qf0 Sub-techniques 0/o Sub-techniques 0/0

Gather Victim Host Compromise Accounts CMSTP

Information Sub-techniques 0/3 Sub-technigues 0/0

Sub-technigues 0/4

Compromise

——— . et

https://www.elastic.co/docs/solutions/security/detect-and-alert/mitre-attandckr-coverage



Flatestyring

Fleet .

Centralized management for Elastic Agents.

Agents  Agent policies  Enrollmenttokens Data streams

() Search Status ~ Agentpolicy 3 ~ Upgrade available @® Add agent
Showing 9 agents # Healthy 3 Unhealthy 0 » Updating 2 Offline 4
Host Status Agent policy Version Last activity Actions
901300820c15  Updating Elastic Cloud agent policy [5) rev.5 7.16.0
acd31ed7dc6  Updating Elastic Cloud agent policy (5] rev.5 7.16.0
o11y-release-windows  Healthy Test-Agent rev. 10 7.16.0 30 seconds ago ama
o11y-release-linux  Healthy Default policy rev. 8 7.16.0 10 seconds ago amn
elastic-agent-helm-
Default policy rev. 8 7.15.0 33 seconds ago
778f74b4d5-1g47r - poley J
elastic-agent-helm-
778f74bid5 Ixh Offline Default policy rev. 8 /\ Out-of-date  7.15.0 27 days ago -
-lxhmr
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o11y-release-windows Offline Test-Agent rev. 10/, Out-of-date  7.15.2 /A Upgrade available 14 days ago




Regeltuning

* Trusseletteretning > manglede deteksjon—> nye/tunede regler

* Falske positive

* Community
* [Rule Tuning] A scheduled task was updated #4541
* [Rule Tuning] Potential Process Injection via PowerShell #4859
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https://github.com/elastic/detection-rules/issues/4541
https://github.com/elastic/detection-rules/issues/4541
https://github.com/elastic/detection-rules/issues/4541
https://github.com/elastic/detection-rules/issues/4859
https://github.com/elastic/detection-rules/issues/4859
https://github.com/elastic/detection-rules/issues/4859

SMB Data exfiltration

Filters

Custom query

Custom query language

Rule type
Rules

Installed Rules 1562 Rule Monitoring 1562

) SMB data
Showing 1-1 of 1 rule Selected O rules [ Select all Trule  Bulk actions
] Rule T

(] SMB Data exfiltration

MOT Lokaltrafikk

data_stream.dataset: "fortinet_fortigate.log" and
fortinet.firewall.type: "traffic” and network.application : "SMB.v3"
or network.application : "SMB.v2" or network.application :

" "
SMB.V1
Query
* Add Elastic rules 22 iy Manage value lists  ly Import rules (¥ Create new rule
9 Tags 210 Last response 3 Elastic rules (1502) Custom rules (60) Enabled rules Disabled rules
Updated 2 seconds ago 1;9 on
Lastrun T: Last response [ Last updated - Motify Enabled .|

1 minute ago ® Succeeded May 13, 2025 @ 10:05:19.964 pas



AD Enumeration - Computer Object Dump

Definition

Index patterns

Custom query

Custom query language
Rule type

Timeline template

Author
Severity
Risk score

Max alerts per run

apm-*-transaction® auditbeat-* endgame-* filebeat-*
logs-* packetbeat-* traces-apm* winlogbeat-*

-*glastic-cloud-logs-*

event.code : 4662 and winlog.event_data.ObjectMame :

|
KL
Query

Mone

Colin Tortoise
High
73

100
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Respons

* Manuell (Responstid)
» Automatisert = Isolering/avisolering av klienter

ON-PREM MILJG
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Oppsummering/Anbefalinger

* Logging
* Test & produksjonscluster

N

* Gradvis utrulling (Prioriterte systemer fgrst)
* SOC
* Docker

e Kostnadsfritt a komme i gang
* Observability for a erstatte SCOM A
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https://www.elastic.co/blog/getting-started-with-the-elastic-stack-and-docker-compose
https://www.elastic.co/blog/getting-started-with-the-elastic-stack-and-docker-compose
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