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Resilient by Design, Not by 
Regulation
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If you passed every audit 
question tomorrow, would 
essential citizen services 
survive a targeted attack next 
week?
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“Today's threat landscape requires more than just technical compliance with requirements.“ – NSM 2024

COMPLIANCE … … RESILIENCE

Patch timelines Exploitabilityvs

Control implementation Priviledge
escalation paths

vs

Documentation Lateral Movementvs

Audit evidence Service disruptionvs

We don‘t lack controls. We lack attack-path visibility.

The Visibility Challenge: Evolving from
Compliance to Continuity
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CVSS 7.2  →  EMERGENCY REMEDIATION

A medium-severity vulnerability in a legacy document management
system. Looks "standard" on a spreadsheet, but in the model:

Document Portal (public-facing) CVSS 7.2 (Broken Access Control)

Cached Admin Credentials Local Service Account discovered in 
memory

Managed Service Identity Pivot to the Cloud Tenant (Entra ID/Azure)

National Health Records Full Unauthorized Access

3 Hops → Citizen Data Breach
The "Medium" vulnerability was the gateway to our most critical
asset.

CVSS 9.8  →  SCHEDULED MAINTENANCE

A critical RCE vulnerability on an Internal Development server in the
basement. Alarming score, but in the model:

Dev/Test Sandbox CVSS 9.8 (Remote Code Execution)

|

Network Segmentation

Accessible only via internal VPN; no route 
from the public web; firewall prevents 
lateral movement to the Production 
environment|

Dummy Data / Local Auth
No Domain Admin or Entra ID credentials 
cached in memory; no real citizen data 
present

|

Nothing of value reachable from this nodeDEAD END

Zero viable attack paths to citizen services. 
Risk is negligible despite the "Critical" score.

Compliance asks: 'Is it patched?' Resilience asks: 'Can they reach the citizen?‘ 
Only one of these keeps the lights on.

Context is everything
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Compliance is a Snapshot. Risk is a Stream.
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Identity: The Compliance Gap where Risk 
Resides

MFA

Compliance 
Baseline
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From Siloed Tools 
to a Unified 
Exposure Journey
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Designing for Citizens, Not Audits

CITIZENSEXPOSUREREGULATION
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AI Fearlessly
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