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En typisk penetrasjonstest

1. Scope
2. Kjøreplan
3. Gjennomføring
4. Rapport
5. Oppfølging av funn



1. Scope

Tydelig mål / scope

Hva skal testes og hvorfor

Størst gevinst

Black-box / White-box

Tid

Få tillatelse og gi beskjed



https://docs.microsoft.com/en-us/azure/security/fundamentals/pen-testing

“Quickly creating environments is great – but you still need to make sure you perform your normal security due diligence. 

One of the things you likely want to do is penetration test the applications you deploy in Azure.

We don’t perform penetration testing of your application for you, but we do understand that you want and need to 

perform testing on your own applications. That’s a good thing, because when you enhance the security of your 

applications you help make the entire Azure ecosystem more secure.

As of June 15, 2017, Microsoft no longer requires pre-approval to conduct a penetration test against Azure resources. This 

process is only related to Microsoft Azure, and not applicable to any other Microsoft Cloud Service.”

While notifying Microsoft of pen testing activities is no longer required customers must still comply with the Microsoft 

Cloud Unified Penetration Testing Rules of Engagement



Sikkerhetstesten har sett på hvilke tjenester som kjører på 

hodekameraet, og hvilken trafikk som går til og fra 

hodekameraet. Eksterne tjenester, det underliggende 

operativsystemet (Android), materialvalg, HMS, osv, er ikke 

en del av omfanget for testen.

Sikkerhetstesten er gjennomført som en black-box test.

Scope



2. Kjøreplan

Oppstartsmøte med tjenesteeier / produkteier / systemeier

Tydelig beskjed om hvorfor man skal teste X

Kontaktpersoner

Når passer det å utføre testen?

Legg til rette for progresjon



Varslingsskjema for penetrasjonstest

Tjeneste

IP / hostname(s)

Testbrukere

Tidsrom (fra - til)

Navn

Epost

Telefon

Avdeling

Testes fra (ip / hostname)

Kontaktperson



Kontaktliste

Rolle Navn Telefon Epost Firma

Utførende tester Intern

Systemeier Intern

Databaseadmin XYZ

Utvikler ABC



3. Gjennomføre test

Gi beskjed når man starter for dagen

Kritiske funn rapporteres med en gang.

Logg alle operasjoner

Skjermbilder

Gi beskjed når man avslutter for dagen, med en kort status



4. Skrive rapport

Executive summary

Funn (detaljert)

Vedlegg













5. Oppfølging av funn

ID Tittel Klassifisering Hva må utbedres Ansvarlig Utførende Deadline Kommentarer

5.2 Videostrømming til Azure (USA Øst) MEDIUM Flytte tjeneste til datasenter 
i Norge

5.3 Navneoppslag og trafikk mot 
Amerikanske tjenester

LAV Benytte tjenester i EU/Norge 
der mulig

5.4 Manglende sikkerhetsoppdateringer INFORMASJON Installer de nyeste 
sikkerhetsoppdateringene

5.5 Konfigurasjon av trådløst nett INFORMASJON Beskytt QR-koder for 
uautorisert avlesing



Tips til verktøy



● Nmap
● Nikto
● Dirb
● Hydra
● SecLists
● Crackstation.net
● John the ripper
● Hashcat
● Wireshark
● Burp
● Nessus
● Metasploit
● Armitage
● Bloodhound
● ADalanche
● Ping Castle
● LOLbas
● GTFObins
● Exploit-db.com
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Nmap

“Nmap ("Network Mapper") is a free and open source utility for 
network discovery and security auditing.”











Nikto

Nikto is an Open Source (GPL) web server scanner which performs 
comprehensive tests against web servers for multiple items, including over 
6700 potentially dangerous files/programs, checks for outdated versions of 
over 1250 servers, and version specific problems on over 270 servers. It also 
checks for server configuration items such as the presence of multiple index 
files, HTTP server options, and will attempt to identify installed web servers 
and software.





Dirb

DIRB is a Web Content Scanner. It looks for existing (and/or hidden) Web 
Objects. It basically works by launching a dictionary based attack against a 
web server and analyzing the responses.





Hydra

A very fast network logon cracker which support many different services.

Currently this tool supports the following protocols:

Asterisk, AFP, Cisco AAA, Cisco auth, Cisco enable, CVS, Firebird, FTP, HTTP-FORM-
GET, HTTP-FORM-POST, HTTP-GET, HTTP-HEAD, HTTP-POST, HTTP-PROXY, 
HTTPS-FORM-GET, HTTPS-FORM-POST, HTTPS-GET, HTTPS-HEAD, HTTPS-
POST, HTTP-Proxy, ICQ, IMAP, IRC, LDAP, MEMCACHED, MONGODB, MS-SQL, 
MYSQL, NCP, NNTP, Oracle Listener, Oracle SID, Oracle, PC-Anywhere, PCNFS, 
POP3, POSTGRES, Radmin, RDP, Rexec, Rlogin, Rsh, RTSP, SAP/R3, SIP, SMB, 
SMTP, SMTP Enum, SNMP v1+v2+v3, SOCKS5, SSH (v1 and v2), SSHKEY, 
Subversion, Teamspeak (TS2), Telnet, VMware-Auth, VNC and XMPP.

– https://github.com/vanhauser-thc/thc-hydra





Digi password-artikler

https://www.digi.no/artikler/vi-bruker-akkurat-like-darlige-passord-som-for/515197



https://github.com/danielmiessler/SecLists



Crackstation.net



Passordknekking

John the Ripper

Hashcat



Wireshark

Wireshark is a free and open-source packet analyzer. It is used for network 
troubleshooting, analysis, software and communications protocol 
development, and education.





Burp Suite

Burp Suite er et verktøy for penetrasjonstesting av webapplikasjoner. Suiten 
består av forskjellige verktøy som en proxy-server (Burp Proxy), 
indekseringsrobot (Burp Spider), et innbruddsverktøy (Burp Intruder), en 
sårbarhetsskanner (Burp Scanner) og en HTTP-repeater (Burp Repeater)).















Nessus

Nessus Professional is the most commonly-deployed vulnerability assessment 
solution across the industry. This solution helps you perform high-speed asset 
discovery, target profiling, configuration auditing, malware detection, 
sensitive data discovery and so much more.







Metasploit

The Metasploit Framework is an open source platform for developing and 
executing exploit code against a remote target machine. 





Armitage

Armitage is a graphical cyber attack management tool for the Metasploit 
Project that visualizes targets and recommends exploits.





Active Directory

Bloodhound

ADalanche

Ping Castle



ADalanche



Eskalering av rettigheter

https://lolbas-project.github.io https://gtfobins.github.io

https://lolbas-project.github.io/
https://gtfobins.github.io/


https://www.exploit-db.com/

https://www.exploit-db.com/




Øvelse gjør mester

https://kins.no/arrangementer/oktober-2022-sikkerhetstesting-for-kommuner-og-fylkeskommuner/

https://ctf.kins.no/

https://www.hackthebox.com/

https://www.vulnhub.com/

https://owasp.org/www-project-juice-shop/

https://www.youtube.com/

https://kins.no/arrangementer/oktober-2022-sikkerhetstesting-for-kommuner-og-fylkeskommuner/
https://ctf.kins.no/
https://www.hackthebox.com/
https://www.vulnhub.com/
https://owasp.org/www-project-juice-shop/
https://www.youtube.com/


Takk for meg :)


