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Hvordan trene pa hendelseshandtering

- uten a involvere konsulenter

Ragnhild “Bridget” Sageng
20. September 2023 Senior sikkerhetsradgiver
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Hell

 Ragnhild Sageng, Senior
sikkerhetsradgiver i Tolletaten

 Sikkerhetskultur

 Tidligere etisk hacker innen
sosial manipulasjon og OSINT.

» Foredragsholder DEFCON, Black
Hat Europe, Sikkerhetsfestivalen
og KINS-Tech | fjor
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Dagens prat...

« Hvorfor trener vi pa hendelses
handtering?

« Hvordan fa det til i praksis?

« Koios, og andre spill
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Hendelseshandteringstrening
« Definisjon
» Sikkerhetsbildet | dag

« Hvorfor er det viktig a trene og hva far
du igjen?

« Rammeverk: NIST, ISO 27035, SANS
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Hvorfor blir det ikke gjort?

* Dyrt

 Tidkrevende

« Omfattende i
NN AR \

Lite stotte for a gjennomfare fordi ikke alle vet hva det innebaerer
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«Gamifications (spillifisering)

 Tilfaring av spill-elementer til en
aktivitet

« Gir mer tilbakemelding til spillerne
* Folk investerer mer av seg selv

« Erfaringer huskes bedre
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Spillifiserte treningstyper

«Tabletop» - trening

Simuleringsgvelser, Rollespill

Digitaltrening, PC-spill

Kortspill og brettspill
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Epic Aeaning

Teknikker innenfor
spillifisering

Accomplishment = Empowerment

White hat

. Dr. James Paul Gee T

 Fokus pa leeringsbasert
spilling

Ownership Social Influence

l

Black hat

Scarcity Unpredictability

* Yu-kal cho (Octalysis)

 Fokus pa spilldesign for

gnsket respons Avoilance

« Kombinerte disse

Figure 3.1: The Octalysis Framework.
The Octalysis Graphical Representation (2017)
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Empowered learner

Invoking problem.
based leaming

Co-desgn pmcvie
Customization

Kentity prnciple

Pleasantly frustrating

Ownarship and possession
Epic meaning and calling

Unpredictabiity and cunosity

bon

Development and accomplishment
Give information pust in time or on-demand

Fish tank
Skilts under strategies

Adaption

Immersion
Unpredictable gameplay
Feeling of accomplishment

Avoiding Information overload
AAccomodate stategic thinking

Deeper
tMerSlmdmg

Avoud loss

System thinking

LosS and avoidance

Practical appllublllty

Player's ownmhlp

Figure 3.2: Overview of the Combination of Principles.
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Faser som bgr veere | treningen

Planleggingsfasen

Far spillet starter

Spill-fasen

Refleksjonsfasen

Planlegging og refleksjon er ekstremt viktig for suksess!
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Forskjellige spill

* Rollespill
 Oh Noes!
* Cubicles and compromise
« Koios

« Kortspill
« Backdoors and Breaches
« Exploited in the wild
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Kolos

 https://github.com/Lixona/Koios
* Far spillet: Les master guide

« Forenklet Dungeons and Dragons
« Uten drager



https://github.com/Lixona/Koios

Na ‘ Read the masttfg.ldethe

Have you read the start scoping. - No point in
DU |
masterguide? | diving without a parachute! - it

(g TOLLETATEN : | i e sy pan

\ ,ﬂ NORWEGIAN CUSTOMS
Yes l

Scoping fase .

Do you have an Incident » 'omake use of a good review phase. - And
responseplan? maybe consider making an Incident response

plan! « Rumors has it $hat it is nice to have!

..... | want to start a game! ——p

* Fgr man starter et spill bgr man alltid lese
alle dokumenter tilgjengelig

\
No .
Do you have a players 51?7 ey Star crealing a players fst! DO You — ;?Aenarn

 Flytskjema for a se om dere er klare

Read the Industry scoping You sectnS memmcd n m
-—
zaction game?

* Noen Industrielle scoping dokumenter l :J

Choose whatever template you
think saems relevant for your

tilgjengelig om.lmwf“"“’“'““’””""“"rw”

FINAL CHECK: Is there
| Y

your own Scenario? & Hitlo !weaﬁ;il)’e PR dragons or fairies in your
wcepad ssghe scenario?

H_H = 1|

Choose a scenario template

and adapt # to your company —L— Then start playing!
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[PLAYER] gets a phone call from [SOC OR
OTHER RELEVANT LOG PERSONNEL]

S C e n ar I O There has been an increase in log activity.

Several successful login attempts towards the
[INSERT SYSTEM] has been done at odd times
for the last two nights.

« Standard scenarioer

Game master Scenario sheet
information to read befora starting:

« Anbefalt a tilpasse, evt. lage
egne som passer bedriften sa

m . HOTES:
e S O I I I I I I u I I : adafitod to e company hedses starting to maks 3 more immersve? Note
« vomrve it winhiing ol vahere scammone Jics gt o of the 310 o
Jogis L

Ttjex e Tjo | bl Warkgrenand il Nl 103 e o Tlocant Cunealivens Wi i Fo s Sconton i

investigative tecknicgses
the lrwached

& metheda
mar hasdl

Nd a0 ghe =3 comact
Horw 0 wokd this trom haggoring ag:

310 the meds




Koios

Character Sheet

Karakter-kort

"I..—:%/ Name Mara Jode
v

Nickname: Mara
(optional)

Modifiers brukes til alegge til
ekstra poeng pa terningen

Job Position: Network Analyst

Egenskaper sies av de rundt Floating Modifiers Skil sets

b O rd et Relevant Certifications: 1. Detall Oriented

Ao §
Legg inn sertifiseringer og cmmamcEt
erfaring

Experience Modifier

Du eller de rundt ma huske a

3. Charismatic

+ 10 years relevant experience:
+ 20 years relevant expernence:

b ru ke m O d ifi erS bont sebatssissnsessaiostesnssasdiesbesnssibatedseies sieate deriesss My Modifier: 1
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Spill-f ﬁﬁ Game-master
pill-fase

« Spillet fungerer best nar alle som
skal vaere med deltar

D20 (terning)

* Loggfar alle bestemmelser

* Injects (innskytninger) og terning

« Game-master bgr spgrre om grunn Karakterkort
for valg
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Evalueringsfase

Name:

Kolos

Feedback Form — Score Sheet

« Spillevaluering
* | plenum, og som innlevert ark

This form is a simplified feedback form only using a score between 0-10 to measure your expenence

A score of 10 is that you fully agree with the statement, and a score of 0 is that you tota '

The gameplay

« Kommunikasjon- og samarbeidsevaluering O R
- Game master fyller ut. E—
* Spillere kan ogsa hvis man gnsker

Teamwork and communication

| think we communicated well during the gameplay

* Tilbakemeldingsskjema :
° SCO re/te m pe raturm él | n g | think th:z — ';howed w:.m e (.,m.:le of do.:g du.m,:me ,m:f.y :
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Hvor skal man begynne?

Finne det som passer for dere

Hva er viktig? Avgrens!

Hvor mye tid har du?

Fa det inn i arshjulet

Forankring bade i ledelsen og blant de ansatte

I - #
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@ragnhild_bss

Takk for meg!

linkedin.com/in/ragnhildsageng

<]

https://github.com/Lixona/Koios ragnhild.sageng@toll.no
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