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#Toyfail

An analysis of consumer and privacy
issues in three internet-connected toys

Desember, 2016
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EU har na strammet inn og Dukken «Cayla» satte
oppdatert regelverket sikkerhetsproblem pa dagsordenen.
Navil EU ta tak.
- Sikkerhetsbrister ma rapporteres
- Dette markerer forhapentlig slutten pa ville vesten-tilstandene som har preget
_ Importurer ma verifisere at produktene dette markedet, sier Finn Myrstad i Forbrukerradet.

oppfyller EU-krav

- Brukerinformasjon skal behandles
konfidensielt

- Det skal opprettes nasjonale
tilsynsmyndigheter

- Produkter som ikke tilfredsstiller kravene
skal forbys

- Det kan ilegges bater pa opptil 15
millioner Euro eller 2,5% av total
omsetning

forbrukerradet.no

Den britiske dukken «Cayla» er blitt symbolet pa sikkerhetsproblemene knyttet til smartprodukter. Foto: Leon Neal / AFP



«Lytter
telefonen
min pa
meg?»




|dentifikatorer kobler brukerinfo til en profil

(9 O

] Each company can
Android Shared with third combine data based
Advertising ID parties

on ID

Combined data related back to consumer



Very low net worth
Very high.net worth Infertlllty Smoking cessation
Life eveg%:l?ul;legl‘ltggvlgésty Unemployed JUdalsm

Pharmaceuticals, conditions and symptoms

Retired Infectious Disease
Food allergies SUbStance Abuse

Personal debt Mental Health

Legal services: Bail bonds
ISlam STD Empty nest (children left home)
Household income

Cancer Childcare
Negative net worth

Source:
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https://iabtechlab.com/standards/audience-taxonomy/
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Perfect365 spionerer
pa barn og ungdom
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Datadeling
| Grindr

* App-informasjon:

app .name=Grindr - Gay chat, meet & date
p.bundle=com.grindrapp.android

a
"Eeywords_: Social Network, Gay, Bi, Bi- curious,
Chat, Dating, Nearby",

, « Brukeridentifikator for krysskobling(advertising ID):
) personaldata did.adid=52ded5c2-e923-4b1b-bd67-d3b225795edb
\ « Ngyaktige GPS-koordinater:

lat=62. XXXXXXXX ;
lon=6.YYYYYYYY (koordinatene ble sladdet av oss)

* Brukerinformasjon:

"user":{"gender":"m"}
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Privacy Policy

_ _ ; | accept the Privacy Policy
Send me occasional emails regarding my account,

subscription, and special offers.

Continue with

G Google n Facebook

Grindr will NEVER post anything to your social channels
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Grindr privacy
policy
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°® ¢ Third-Party Advertising Companies. We share your hashed Device ID, your device's
G rI n d r advertising identifier, a portion of your Profile Information, Location Information, and

some of your demographic information with our advertising partners. These third
rivac 0 I ic parties may also collect information directly from you as described in this Privacy and
p y p y Cookie Policy through tracking technologies such as cookies. The privacy policies of
these third-party companies apply to their collection, use and disclosure of your
Personal Data. One of these advertising partners is MoPub that helps Grindr deliver

personalized advertising. You can follow the links to MoPub’s privacy

notice and partner page. See the YOUR CHOICES section of this Privacy and Cookie

Policy for information on your ability to opt-out of interest-based advertising. Note that

we do not share information about your Tribe, your HIV status [or your Last Tested
Date] with any advertising companies. For more information on third-party tracking
technology, please visit Cookie Information below. Note that for California consumers,
by clicking that you agree to our Privacy and Cookie Policy you are directing us to
disclose the information described in this paragraph to third-party advertising

companies.

Source: https://www.grindr.com/privacy-policy/
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https://www.grindr.com/privacy-policy/

MoPub works with Publisher Partners, Advertising Demand Partners, Supported Advertising Mediation Partners,
Data Partners, and Fraud and Measurement Partners (collectively, “MoPub Partners”) in order to provide the
MoPub Services.

Unless otherwise noted with an (*) below, IiSRUBIRGHNSIS SeleacnIndepenaentcoNtoISTS NoURdata:

consenting to MoPub’s personalized advertising experience, you consent fo MoPub and our partners processing

your personal data in order to show advertising that we believe is most relevant to you.P

MoPub requires our partners to comply with all applicable laws and regulations, to comply with the MoPub
Publisher Partner Policies and Advertising_ Demand Partner Policies, where applicable, and to provide you with
sufficient notice of their processing of your personal data.

Source: https://www.mopub.com/legal/partners/ mQPUb'
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https://www.mopub.com/legal/partners/

Advertising Demand Partners

Advertising Demand Partners are companies that advertisers work with to bid on ad inventory through the MoPub

advertising exchange and to serve the ad that is most relevant fo you.

MoPub's Advertising Demand Partners include:

mopub"
170 partners

L & Adelph
h‘_ AppNexus
“Where permitted, we provide clients and third- Acform
party providers access to their Platform Data that AdGo
they collect, acquire, or use on the Platform, and
typically they may remove it from the Platform for I
their own use. For a current list of third par .

providers who may, subjectto our clients'
permission, receive your data, see here.”

1647 different bidders
4000+ third party providers

Sources: =T

https://www.mopub.com/legal/partners/ fwazu

https://www.appnexus.com/third-party-providers F—
forbrukerradet.no

Corporate Mame

Privacy Policy

Adxperience SAS

Appier Pte. Ltd



https://www.mopub.com/legal/partners/
https://www.appnexus.com/third-party-providers
https://www.appnexus.com/third-party-providers

FORBRUKERRADET

Grindr transmitted personal data to

19 third party
companies

.

mopub

MoPub - One of Grindr’s partners,

reserves the right to share your
personal data with

170 partners

% AppNexus @

AppNexus - One of Mopub’s
partners, reserves the right to share
your personal data with

4259 partners
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The NO DPA imposes fine against
Grindr LLC

The Norwegian Data Protection Authority has
imposed an administrative fine of NOK 65 000 000 -
approximately € 6.5 million — for not complying with
the GDPR rules on consent.
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KOMMERSIELL SPORING
| OFFENTLIG SEKTOR

Teknologiradet
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Elevane matte bruke treningsapp i gym, no far
kommunen bot

Elevar ved to skular i Alesund blei palagt & bruke treningsappen Strava i
kroppseving. Grovt aktlaust, seier Datatilsynet og gir kommunen 50.000
kronerigebyr.

Q

Malin Kjellstadli Korsnes
Journalist

0

Olaug Bjerneset

Det var foreldre som varsla, sl

forbrukerradet.no



Forbrlikerradet 1. Forbud mot overvakingsbasert
foreslar reklame

2. Bedrereqgulering og handheving av
manipulerende design

3. Vurdere om reglene som skal
beskytte barn og unges digitale liv er
gode nok

4. Styrking av nasjonale tilsyn

Stille krav ved offentlige innkjap
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