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' Not on the Meny T-oda_m
Today’s Menu

* Supply chain risk and attack surface

The Promise of 5G * It’s there |
5G Innovations Supporting New Usecases o . e not unique to 5G

in 5G °* It’sa growing concern I

ity Improvements in -
Select Security Imp My * It'sbeing addressed
: es ¢

Key Security-Relevant Ckn‘g . - " Itsworth a talk of its o or more -
Security Chal -
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* The Criticality of available and trustworthy
Connectivity in the connected society

~

You known it, | know it, we all know it

Significant part of the reason why ‘5G o
Security’ is high on

S0 many agendas in the -
~N first place —
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Super-duper-over-simplified: A mobile network
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The Promise of 5G
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5G Innovations Supporting New Usecases
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Innovations Enabling New Usecases - Faster

Enhanced Mobile Broadband
eMBB ((':‘ J}D (= (= )
_______________________ —s (= (= )
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UE RAN Core
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Innovations Enabling New Usecases - Massive

UE

loT Sensor/Controller

_ - RAN

Massive Machine-type Communication
MMTC
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Innovations Enabling New Usecases - Latency [/ Reliability
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Innovations Enabling New Usecases - QoS / Slicing
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Innovations Enabling New Usecases - Virtualisation and MEC
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Innovations Enabling New Usecases - Loalised Data Routing
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Innovations Enabling New Usecases - Direct Communications
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«We’re deploying 5G»
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Current Non-standalone 5G is addressing eMBB use-cases and FWA

Enhanced Mobile Broadband
/ \
Gigabytes in a second / . B

A 3D Video, UHD Screens

P

( \ Work and Play in the Cloud
Smart Home Building  / ‘ N\ Augmented Reality

\ Industry Automation

._I \Mission critical application
\

Future IMT &elf Driving Car

3
< \

\
Ultra-reliable and low Iatency
communications

Voice

Smart City /

Massive machine type
communications
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eMBB/FWA

5G Termlnals
Smart Home

Smart Cities

Industrial Control/Automation

Aquaculture Automatlon

and the list goes on.
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Select Security Improvements in 5G
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Improved Home Control and Interconnect Security

* Improved home control; verified roaming subscriber presence
— User Equipment message required to be signed with home network public key

_ Rewrlt(f message

* Improved Interconnect Security _
IPX 1 Add JSON patchl
|

— End-to-end integrity protection
Add JSlON patch2

_ Apply patches, and

Rewrite message

— Sensitive elements end-to-end
confidentiality protected



Improved Subscriber Privacy

* Previous generations have specified a temporary
identifier to be used on the radio interface, but

— Changing the TMSI - ever - is optional!

— Simple tricks like provoking ATTACH, makes the
terminal transmit its permanent identifier (IMSI) in clear.

* Finally in 5G, we seem to have got it right!

— The SUbscriber Permanent Identity (SUPI) is never
transmitted over the air, only the ephemeral
SUbscriber Concealed Identity (SUCI), and

— Paging of the UE by SUPI is not allowed.
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Integrity protection of User Plane

* Researchers have demonstrated how lack of integrity controls on radio user plane in
previous generations, allows for manipulation of encrypted communications.

* In 5G, user plane integrity control is mandatory.

LI'E" Relay 5 " commercial Network ; lngernet“
Encapsulate E winal Original E
E= ) ((m »{} [n] - B3
: ===d -i--- === Server Server Server Server i
Example: @ . N ak ) .
The “aLTEr” DNS O Original
. . 1 destIF . @ Manipulated @
redirection attack destIp g
' Malicdous
, original _[* srcIP
srcIP
Details at
ALTER: Overview of the DNS redirection attack. https:/alter-attack.net
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https://alter-attack.net/

Authentication

» Updated, unified algorithms
— 5G-EAP and EAP-AKA

* Access agnostic

— Both can be applied to 3GPP and non-3GPP access.

- Optional secondary authentication

— between the mobile device and an external data network.

Telenor OPEN
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Key Security-Relevant Changes
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E'%ChangeSz 1. _Edge Compute (MEC)

u: NodeB-DU

Edge Compute Site
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Resource sharing and
cross-exposure?

Physical vs. logical
security balance?
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OQ“

Cha{j‘ées 2. External Exposure of Core

Vs
U?e cases depend on core functions exposure

* NEF (Network Exposure Function) in the 5G architecture
provides APl-based exposure of core functions to 3rd parties

- A material expansion of the-é_;tack surface

* Risk relates to vulnerabilitieé end'misconfiguration of the
API layer and funct|onsff}_ NEF) or au_j:hentlcatlon function.

f’} 3! : !
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Changes: 3. Service Bus Architecture |&===

* Design based on “zero-trust” network philosophy;

— all functions are available to one another over the service bus, but

— all access, use and communications are authenticated and positively authorised.
* The secured communication between all NFs inside a PLMN is based on TLS with:

— Confidentiality protection by encryption, Integrity protection by hash validation, Authentication by certificates.

* But; does not preclude further connectivity-restricting / network level security measures.

OB

RIAN Data Untrusted Release 15 N FS Trusted Non-3GPP
m — m Network Access Access Network TNAN

| AMF_|[ NEF || SMF || N3IWF | AusF |{ ubMm ] N3IwF | UDSF |[5G-EIR [[NWDAF| | | [ TNGF || GMLC [|nssasF][ scP [] IPuPs |

[vseer | seee
st |[Cror J[wee ][ o | “pcr |[wer J[wRr J[oor ] [Swsr][ve ] cheie | (v ] [ewr ] [wacr]
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Changes: 4. New Signalling Stack

* Radical shift to Internet standards and
protocols

» Well-maintained and subject to a lot of
security research and offensive activity

* Risk:

— Implementing and operating organisations
unfamiliar with securely applying,
configuring and operating this stack

— High availability of offensive research and
attack tools

— Lower-tier attackers more familiar with it
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Changes: 5. Slicing

28 Telenor OPEN ,‘



29

(2

Security Challenges
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Backwards Compatibility and Interoperation with Legacy

* Older terminals, roaming and interconnect requires
legacy support and backwards compatibility

— UEs may be susceptible to downgrade attacks (radio)

— Old interconnect signalling protocols (e.g. SS7 and
Diameter) still need to be supported

* Internal interoperability with 4G core

— Even 5G “Stand Alone”, has interconnections with the 4G core.

Telenor OPEN




Significantly Different Use

 Security methods designed for networks with mostly human
use phone devices, may no longer be suitable

* 5G supports a plethora of diverse use cases and terminals

* Slicing allows for differentiation of security mechanisms,
priorities, policies and approaches.

Telenor OPEN




Got PKI(s)?

* Cryptographically rooted security permeates all aspects of 5G.
* Defining the PKI domain scopes and hierarchies is a design challenge.

* Needed everywhere, e.g.: e o [ = | = |
- RAN NSSF NEF NRF PCF UDM AF
- | L l I 1 1
—  Network ; LSF S
— Core SerVice Bus (VN FS/CN FS) NFVISnA FSA 7 MMgsw ) SubCA i sri;ybg:«iw /
. B B £ B ES

— Roaming/interconnect |
L .. vk .
— Network Function Virtualisation Infrastructure - :

— Compute . =y

— Management A

Siie #1 D Skee #2
N B o
NFA ~‘ 7& 3 P
NFC I ’
\
J J
ice #1 Trust onchors = nchor = SUbCA = sice #2
SUbCA - global

— Special domains, e.g. lawful interception

— Services [ Service platforms

— Business Applications (BSS) —
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The Shift to Fully Virtualised

3GPP 5G Core (virtualised) Functions

== SEPP

Virtualisation Infrastructure Architecture

NFV Management and Orchestration

Os-Ma
5G NWDA “end OSS/BSS 4 NFV
o | o e [ vom el oo J 25 J[" e e [l Lo o] i 1 | orchester
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= 1 1o 1 o e o e o] e =
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:+ INFVI it 5
Virtual Virtual Virtual
: Computing Storage Network
E : R Nf-Vi , Virtualised Or-Vi
: Virtualisation Layer ; bl Infiastructure }
Vi-ha I Manager(s)
Hardware resources
....... ('ompming Slomgc Network
Hardware Hardware Hardware t

&—=o Exccution reference points
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| Other reference points

s Main NFV reference points




The Shift to Fully Virtualised

- Disparate trust levels may share
compute resources

* Vulnerabilities in assumed segregation
— hardware (e.g. x86, mem.) vulnerabilities,
— hypervisor escapes,
— VM escapes,
— container escapes and
— application-level vulnerabilities,

- Somewhat immature security tools and
practices

* Advanced adversaries exploit shared
resources to pivot

Telenor OPEN

Hence, we

Apply some physical segregation
Mandate granular logical micro-segmentation

Design to minimise cross-exposure through
shared resources

Continuously identify and apply further
security tools and techniques

Instrument for in-depth security monitoring
— Pervasive log collection from “everything”
— Granular IP traffic metadata collection
— Various host measures as technically applicable

— Traffic capture and analysis capabilities



The Increasing Complexity
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Significant complexity increase!

Requires integrated
orchestration across domains,
layers and technologies.

Requires robust automation for
operation and security.
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- And that is a very good thing!
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Private Networks and Edge Offering
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5G technology supports digitalisation

With digitalisation and IT-OT interconnection, comes an increase in attack surface
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Security focus on full CIA triad, often emphasis on
confidentiality and integrity

High rate of change, agile, devops. Frequent

change-windows, if at all structured into windows.

Tolerant of minor outages, failures, and need for
fixes.

Used to being exposed and interconnected.
High cybersecurity focus.

Need for keeping all HW and SW in-support and
security patched well understood.

Staff often separate from, culturally different from
and mistrusting of the OT staff.

IT vs OT

Security focus traditionally highly centered on
availability

Low rate of change. Highly tested for functionality
and stability. Very infrequent change-windows.

Outages can have devastating, even catastrophic
consequences.

Used to being on a closed network.
Limited cybersecurity focus and competence.

Huge «technological debt», from a cybersecurity
perspective. Lots of legacy.

Staff often separate from, cuturally different from
and mistrusting of the IT staff.

39

We see an increase in digitalisation, OT exposure, IT-OT interconnection and lloT rollout initiatives with inadequte

consideration for the cybesecurity implications.

When what was formerly on isolated networks is interconnected or exposed, security must be considered. For many integrated
lloT solutions and legacy OT infrastructures, security must be built underneath, around and in-between.

Internal




Private cellular networks Th e p e rfe ct storm

are dedicated cellular networks , established
to support business-critical processes.

Edge Computing

moves (cloud) compute closer to where
data is being created and consumed,
primarily motivated by low-latency use-
cases.

[ \
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Key industries harvesting benefits from digitalisation
supported by the 5G-enablement

‘

Vi Y

. =

.
©
=
5

Energy, oil and gas

Transport
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Key drivers & needs

Though low latency is often a prerequisite, there is a range of other major use cases and customer needs for Edge
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Implementation of a Private Network with Helse Sar@st

Key features
e Autonomous Private Network

D\ TS \((é))) B Commercial Slice for Employees

. . *  Employee @work only access to
Il Hospital Private internal services

Network Slice * Patients/visitors using hospital
radio for commercial network

*  Employee access to commercial
network

Hospital apps ﬁ
| voice|| iot | | misc.l

————— -—- Voice Internet
Core (IMS) Public Clouds

Private Clouds

(- ] (- | (... ] (... ] - - (.- |
. .}. IS OIS OO O OB oo
. — . —  —— . —— . —— —  —— . — . —
Devices 5G/4G Edge Cloud Transport Central Cloud
Radio network
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HERZYA YARA BIRKELAND

Autonom havn og skip — drift og logistikk . Her kobles mennesker,
maskiner og sensorer sammen for mer effektiv industriell produksjon.
Det dreier seg ogsa om digitalisering av arbeidsprosesser — tilgang til
informasjon, kunnskap og kommunikasjon uavhengig av tid og sted,

Telenor OPEN ’(



Private Networks

* Private networks as such is not new, but
use of 3GPP technology in private
networks is.

* Closely related to edge computing.

 Part of a continuum of connectivity and
computing - from extreme edge to public
cloud.

€—— Radio Dot

Power

IRU

BBU

Switch

FW

Local cloud w/
sw-defined core

* Includes local cloud environment.
» Alternative is to connect to regional cloud

icro Radio Radio Dots

- % B Indoor or
- X N outdoor
R Radio units

2
z

- Pre-packaged
te Networks
::‘t,;eeedge Core Network

1 eaLm

* No cloud solution included. Can be added

locally or connect to regional cloud
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Edge Offering: Compute and Network, from Edge to Public Cloud

On-prem / Near-prem Edge Access/Metro Edge Central Datacenter
-
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S D +  Network autonomy i *  Reliable, regional autonomy ] i
1 1 1
«  Dedicated HW |+ Fast&Scalable, “serverless” E ]
el Bt o — 1 1 1
l.-.‘ . Ultra low latency E . Low latency E E

. Data privacy - Traffic never leaves Secure Cloud Connect

premises

n
»

Latency, «ultra-low» «High»

Telenor OPEN
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A robust network is required to
support the increasing criticality

Telenor OPEN



Consolidation onto 5G - as a techology and as a network -
significantly increases criticality

51

*  Wi-Fi
* LoRa/Sigfox

* Industrial

« AR/VR

* Gaming

» Digitalisation

and connectivity
for everything

Telenor OPEN

* Copper-based

services (xDSL)

* Nadnett

* Defense

* GSM-R

* Industrial networks

~<
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o, ‘el/elﬂr har mal om a bygge
vq;dens mest hardfare nett
- Innfgring av doble

injefgringer (dual-homing) /¥z £

LA el
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f /

v

-

Telenor-5G pa Elverum

Foto: Martin Phillip Fjellanger
Telenor OPEN




tfordringen: Pkt krav'om hoy mobil oppetid

Wt samfu nsmess g a}/henglghet av kommunlkaSJonslwsnmger spesuélt mob\il\ ] e
-+ Utfasing a kobbernettet T, L
i<r| iske anvendelser pa 5G —*saevrugldeto-ffbntmé'og [ narmgslivet’/ V2| 7
ad av ekstremvaer(:ned tllh@rende feil .', | far— R \x 5
. 2 : ¢ \‘

| TR
Telenor OPEN ¢ g W



Eksempler pa feilsituasjoner med enkel linjeforing

r.*
L]
B & T &

‘

NS 5
(B’ T)

AV4
7\

Redundans/)

starter her : . :
Mulige feilsituasjoner:

1) Fiberbrudd — én eller flere basestasjoner nede

2) Node- eller kraftfeil — flere basestasjoner nede
3) Fiberbrudd, node- eller kraftfeil pa basestasjon — 1 nede

Metro/Core

Telenor OPEN ,‘



Dobbel linjefaring (dual homing) gir forbedret redundans til

basestasionene B
Single Homing (AS-IS) {A)

(UQU
-
N

Connection 2

To hovedl@sninger:
1) Bruk av merk fiber
2) Bruk av passiv WDM

Telenor OPEN ;




Eksempler pa feilsituasjoner med dobbel linjeforing

Redundans starter her

{ m=mbmmb

Ly

BRUT

Mulige feilsituasjoner

1) Fiberbrudd — ingen kundekonsekvens

2) Node- eller kraftfeil — ingen kundekonsekvens
3) Fiberbrudd, node- eller kraftfeil pa basestasjon — 1 nede

Telenor OPEN ,(



5G-utbyggingen: Telenor bygger et modernisert og mer redundant
transportnett

Hovedelementer:

* @kt redundans til basestasjon - Dual Homing

Mobilt * Hoy kapasitet i Metro og Kjerne - 100 Gbit/s

kjernenett * Hgay kapasitet til basestasjon - 10 Gbit/s
» Synkronisering PTP (fase/frekvens — 8275.1)

« Skivedeling mm.

MvE | Hss =
pew J sew T T

Telenor OPEN ,c
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5G Deployment plan 2022
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Pa ett ar er brukeropplevelsen i Telenors mobilnett blitt mer enn dobbelt sa god

Download Mbps

180.10

150.00

100.00

I N
Na NS b
4G/5G 2020 til 2021

Download Mbps

268.69

250.00
200.00
o o N N N N ~
P v oF Vv v
f»PQ Y\OA & ..\j\'& {‘\?}‘\ 5\}\ CDQ’Q
4G/5G 2020 til 2021

med 5G-telefon

Telenor OPEN

Alle tall hentet fra resultater basert pa malinger av brukere av Ookla Speedtest app.



Telenor har modernisert 1000 basestasjoner sa langt i 2021 ((®))

Telenors 5G-utbygging i 2021 er i rute: Kongsberg, Trondheim, Elverum, Boda, Fornebu, Kvitfjell, Mausund,
Svalbard, Oslo, Askvoll/Flokeneset, Bergen, Stavanger, Alesund, Tromsg, Kristiansand, Fredrikstad og
Drammen.

For a gi kundene vare 5G ma vi oppgradere radionettet og aktivere et nytt transportnett:

Modernisert Modernisert radionett gir 5G

radionett (z:/otell:nologl, men det er Mange vil & 5G-
(1000) IKKE NOX. dekning utover &ret pd
Modernisert transportnett er stedene Telenorer|
i
: ang med
Aé(t'V?rt nedvendig for en god 5G- rgn Oég ernisering
modernisert opplevelse

transportnett
(1050)

Telenor OPEN ,(

Sensitivity: Internal



Utbyggingsplan 2022: Nye kommuner i alle fylker vil fa 5G fra Telenor i 2022

Trgndelag:
Levanger, Malvik, Melhus, Skaun,
Stjgrdal

Mgre og Romsdal:
Giske, Kristiansund,

Molde, Sula
Vestland:
Fgrde, Florg
Rogaland:
Haugesund, Karmgy, Randaberg,
Sandnes, Sola, Gjesdal, Tysvaer
Agder:

Arendal, Grimstad,
Lindesnes, Vennesla

Troms og Finnmark:
Alta

Nordland:
Rana

N

N

Innlandet:

Gausdal, Gjgvik, Hamar,
Lillehammer, Ringebu, Ringsaker,
Stange, Trysil, @stre Toten, @yer,
Kongsvinger, Sgr-Odal, Vestre
Toten, Lgten

((@))

Svalbard I

Viken:

Asker, Baerum, Enebakk, Frogn,
Hemsedal, Hol, Hvaler, Indre @stfold,
Lier, Lillestrgm, Lgrenskog, Moss,
Nesodden, Nordre Follo, Relingen,
Rade, Sarpsborg, Ullensaker, Vestby,
@vre Eiker, As, Aurskog-Hgland,
Eidsvoll, Gjerdrum, Halden, Hole,
Nannestad, Nes, Rakkestad, Ringerike,
Ullensaker, Modum, Nittedal

Vestfold og Telemark:
Bamble, Feerder, Holmestrand, Horten, Kragerg,
Larvik, Porsgrunn, Sandefjord, Siljan, Skien,

TelenorOPEN™

Tgnsberg, Halden
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Viktig for 2022 er a bygge 56-dekning pa populaere ferie- og fritidssteder ((@))

Klar for sommeren 2022
Sarpsborg

Arendal

Kragerg

Faerder (Ngtteray/Tjome)
Larvik

Moss

Sandefjord

Tensberg

Bamble

Frogn

Hvaler

Rade

Innlandet:
Gausdal, Lillehammer, Ringebu,
Ringsaker, Trysil, @yer

Klar for vinteren 2022/2022

Gausdal (Skeikampen) Viken:

Hemsedal Frogn, Hemsedal, Hol, Hvaler, Moss, Rade,
. Sarpsborg, Vestby, Halden

Hol (Geilo) psborg \/

Ringebu (Kvitfjell)
Ringsaker (Sjusjeen)
Trysil

@yer (Hafjell)
Lillehammer

Agder: Vestfold og Telemark:
Arendal, Grimstad, Bamble, Faerder, Kragerg, Larvik, Sandefjord,

Lindesnes Tonsberg, (Skien, Holmestrand, Porsgrunn)
TelemorOPEN




| lopet av 2022 vil disse kommunene ha 5G-dekning fra Telenor

Blatt representerer omrdder bygget/planlagt i 2020-2021

Trondelag:
Trondheim, Mausund, Levanger,
Malvik, Melhus, Skaun, Stjgrdal

Troms og Finnmark:
Tromsg, Alta

Nordland:
Bodg, Rana

Mgre og Romsdal:
Alesund, Giske,

Kristiansund, Molde, Sula

Vestland:
Bergen, Askoy, Alver, @ygarden, Bjgrnafjorden,
Askvoll (Flokeneset)Fgrde, Florg

Rogaland:

Stavanger, Haugesund, Karmgy,
Randaberg, Sandnes, Sola, Gjesdal,
Tysveer

Agder:
Kristiansand, Arendal, Grimstad,
Lindesnes, Vennesla

((@))

Svalbard I

Innlandet:

Elverum, Gausdal, Gjgvik, Hamar,
Lillehammer, Ringebu (Kvitfjell),
Ringsaker, Stange, Trysil, @stre
Toten, @yer, Kongsvinger, Sgr-
Odal, Vestre Toten, Lgten

Oslo:

Viken:

Drammen, Fredrikstad, Kongsberg,
Asker, Baerum (Fornebu), Enebakk,
Frogn, Hemsedal, Hol, Hvaler, Indre
@stfold, Lier, Lillestrgm, Lgrenskog,
Moss, Nesodden, Nordre Follo,
Rzlingen, Rade, Sarpsborg,
Ullensaker, Vestby, @vre Eiker, As,
Aurskog-Hgland, Eidsvoll, Gjerdrum,
Halden, Hole, Nannestad, Nes,
Rakkestad, Ringerike, Ullensaker,
Modum, Nittedal

Vestfold og Telemark:

[ elenorOPEN

Tgnsberg, Halden

Bamble, Feerder, Holmestrand, Horten, Kragerg,
Larvik, Porsgrunn, Sandefjord, Siljan, Skien,

<




Flere steder vil bli modernisert med 4G og de fleste far 5G - gir et godt bredbandstilbud til kundene

I tillegg til utbygging beskrevet i overnevnte slider foreligger plan om

oppstart pa utrulling av moderniserte basestasjon i inntil 150 kommuner**

Kartet under viser total utbyggingsplan 2020 — 2022*

ALSTAHAUG
ALVDAL
AND@Y
AREMARK
ASKVOLL
AUKRA
AURE
AURLAND
AUSTEVOLL
AUSTRHEIM
BALSFJORD
BARDU
BEIARN
BINDAL
BIRKENES
BRONN@Y
B@AMLO
DOVRE
D@NNA
EIDFJORD
EIDSKOG
EIGERSUND
ENGERDAL

EVJE OG HORNNES

FARSUND
FAUSKE
FIORD
FLATANGER
FLEKKEFJORD
FLESBERG
FLA

FROSTAD

FRAYA
GAMVIK
GJERDRUM
GOL

GRAN
GRATANGEN
GRONG
GULEN
HADSEL
HAMMERFEST
HAREID
HARSTAD
HATTFJELLDAL
HITRA
HJELMELAND
HOLE
HURDAL
HUSTADVIKA
HYLLESTAD
H@YANGER
H@YLANDET
HA

IVELAND
JEVNAKER
KARASJOK
KARLS@Y
KLEPP
KR@DSHERAD
KVAM
KVINESDAL
KVINNHERAD
KVAENANGEN

KAFJORD
LESIA
LILLESAND
LOM

LOPPA

LUND
LUNNER
LUSTER
LYNGEN
LERDAL
MARKER
MASFJORDEN
MIDTRE GAULDAL
MIDT-TELEMARK
MODALEN
MODUM
MOSKENES
MALSELV
NAMSOS
NAMSSKOGAN
NANNESTAD
NARVIK
NESBYEN
NOME
NORD-FRON
NORD-ODAL
NORDRE LAND
NORE OG UVDAL
NOTODDEN
OPPDAL
ORKLAND

0S (INNLANDET)
OSTER@Y
PORSANGER
RANDABERG
RENNEBU
RIS@R
ROLLAG
ROROS
SALTDAL
SAMNANGER
SAUDA

SEL
SELJIORD
SENJA
SIGDAL
SILJAN
SIRDAL
SKIPTVET
SKIERV@Y
SKJAK
SOKNDAL
STAD
STEIGEN
STEINKJER
STORFJORD
STRAND
STRANDA
STRYN
SULDAL
SYKKYLVEN
S@NDRE LAND

S@R-AURDAL
S@RFOLD
S@R-FRON
S@RREISA
S@R-VARANGER|
TANA

TIME
TVEDESTRAND
TYNSET
TYSVAR
ULLENSVANG
ULSTEIN
VADS@
VARD@
VEFSN

VEGA
VENNESLA
VERDAL
VESTRE SLIDRE
VESTVAG@Y
VINJE

VOSS

VAGAN

VAGA

VALER (VIKEN)
PKSNES
@RLAND
@YSTRE SLIDRE
AFIORD

AL

AMOT Tel

enor OPEN

ASNES

C o

* Med forbehold om endring i planene

itiudy: Interhd\led forbehold om endring i planene. Inkluderer ogsa nye basestasjoner



Telenor-56 i hele Norge
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So...
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5G Security - Bottom Line

* 5G (3GPP) is by far the most secure cellular technology specification we have ever had!
— Specified with security in mind from the ground up
— Built on proven constructs and concepts
— The entire industry is more security-aware, -conscious and -competent than ever
— The ability to provide security suited to support the connected society is an imperative

* 5Gis by far the most challenging generation of mobile infrastructure to secure!

— Complexity — Rate of change

— Layered virtualisation — Agility and vulnerability management

— Integrations and exposures — Prevalence and volume of machine-type terminals
— Distributed functions — Variety of use cases

* Pervasive digitalisation and interconnectedness enabled by 5G,
brings new dependencies, increases criticality and expands the attack surface.

Embrace 5G! Seek a competent partner!

69 Telenor OPEN
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Rolv R, Hauge

Head ofAdvisory
Security,

and Arch/tecture,
Telenor Norway, Business div.

+47 91138287
rolv.hauge@telenor.no




